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Privacy Statement

General

City Facilities Management Holdings Limited is committed to protecting the privacy and security of
personal information. This privacy statement covers a number of companies within the City group, each of
which processes your personal information for different purposes. Further information is provided at the Legal
Information section at the end of this privacy statement.

This privacy statement describes how we collect and use personal information, in accordance with the
UK General Data Protection Regulation (UK GDPR).

Types of personal information we collect

We may collect, use and store different types of personal information about you, which we have grouped together as follows:

Types Of HeSa Description
information

Identity Data

ID information including your name, marital status, title, date of birth, gender and National
Insurance Number

Contact Data

Where you live and how to contact you

Financial Data

Your financial position, status and history, including bank details and credit rating

Social-demographic

Details about your work or profession, nationality, and education.

Contractual

Details about the services we provide to you

Transactional Data

Details about payments to and from you and other details about services you purchase from us

Contractual Data

Information obtained by providing services to you

Communications
Data

What we learn about you from letters, emails and conversations between us

Publicly Available
Data

Details about you that are publicly available, such as on Companies House or elsewhere on the
internet

Marketing Data

Details about your preferences in receiving marketing communications from us and our third
parties

Consents Data

Any permissions, consents or preferences that you give us

Special Categories of
more sensitive data

Some types of personal data are defined as special. We will only collect and use these types of
data if the law allows us to:

Racial or ethnic origin

Religious or philosophical beliefs

Trade union membership

Health data including any injury you may sustain in an accident

Criminal convictions data
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How we use your personal information

In general terms, we collect and use personal information to:

deliver our services and meet our legal responsibilities
verify your identity where this is required

contact you by post, email or telephone

understand your needs and how they may be met

e maintain our records

e process financial transactions
prevent and detect crime, fraud or corruption
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More specifically, the table below explains how we use your personal information and the reasons that we rely on in doing so.
Where these reasons include legitimate interests, we explain what these legitimate interests are.

What we use your information for

To deliver our services

Our reasons

Contractual performance
Legitimate interests
Legal obligations

Our legitimate interests

o Being efficient about how we fulfil our
legal and contractual duties

e Complying with regulations that apply
to us

To run our business in an efficient and
proper way. This includes managing our
financial position, business capability,
planning, communications, corporate
governance and audit

Legitimate interests
Legal obligations

e Being efficient about how we fulfil our
legal duties

e Complying with regulations that apply
to us

To exercise our rights set out in contracts
and agreements

Contractual performance

To carry out credit checks

Legitimate interests

o To assess the financial worthiness of
those to whom we may provide
services to assess their ability to pay
any sums due for those services

To contact you in the course of providing
our services to the organisation

Legitimate interests

e To provide the organisation with legal
services and fulfil our contractual
obligations

e To keep our records up to date,

To carry out identity verification,
background checks and anti-money
laundering procedures (directors, officers,
partners, shareholders/owners only)

Legal obligation
Legitimate interests

e To engage the organisation as a
client and allow us to provide you with
legal services

e To protect our reputation

To improve our products and services and
develop new ones

Legitimate interests

To improve our efficiency and provide
clients with new or improved products
and services

For marketing and business development
activities, including seeking new business,
promoting our business and events
management

Consent

Soft opt-in (i.e. where we
have an existing
relationship that allows us
to send electronic
marketing
communications to you
on an opt-out basis)
Legitimate interests

e To develop our relationship with you
and the organisation
e To attract new business
To promote our business
To provide corporate hospitality to
promote our business and its services
e To seek your consent if we need it to
contact you
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For data analysis, testing, research,
statistical and survey purposes

For analytical purposes relating to
electronic marketing communications that
we issue

e Legitimate interests
e Consent (where required
by law)

To understand how our
communications are used and what
content is accessed by those who
receive them

Data management for marketing and
business development purposes

To assess which of our services may
be of interest to you and to tell you
about them

Improving our systems and services

To receive the products or services you
provide to us

e Contractual performance
e Legal obligation
e Legitimate interests

For firm management

To maintain access and control
records

For incident/breach reporting,
management and investigation

For procurement purposes, including
supplier due diligence, background checks
and the assessing of tenders

To carry out credit checks

e Legitimate interests

To carry out supplier due diligence
To ensure our contracts provide us
with best value

To assess the financial worthiness
and reliability of those with whom we
deal

For financial administration, including
calculating and managing payments,
benchmarking, calculating fees and
interest and collecting and recovering
money that is owed to us

e Contractual performance
e Legitimate interests
e Our legal duties

To meet our contractual obligations to
yOu or your organisation

To ensure that we benefit from the
terms of the contracts we have
entered into and properly manage the
risks and liabilities associated with
them

To comply with laws and regulations
that apply to us

To manage our business properly

For corporate activity, such as a sale,
transfer, merger or re-organisation of our
business

e Consent
e Contractual performance
e Legitimate interests

To manage our business efficiently
and properly in accordance with
normal business practices, legal
requirements and to optimise its value
for shareholders

To ensure that we run our business in
accordance with good business
principles and meet corporate
governance, accounting and audit
standards

To prevent crime and for public safety,
including through the use of CCTV

e Legal obligation
e Legitimate interests

To manage the risk of crime and
safety for us, our employees and our
clients

To develop and improve how we deal
with crime

To report criminality or the suspicion
of criminality for the wider benefit of
society

To be efficient about how fulfilling our
responsibilities generally
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To register you as a visitor to our premises
in accordance with our visitor access
policies

Legal obligations
Legitimate interests

To prevent crime and for public safety
(including the safety of our own
employees)

To keep City’s premises safe and
secure

For incident/breach reporting,
management and investigation

To ensure your health and safety when on
our premises

Legal obligations
Vital interests
Legitimate interests

To ensure your health and safety
whilst on our premises

To ensure a safe working
environment for our staff

To keep our premises secure

Legitimate interests

To restrict access to our premises to
authorised persons

To prevent crime and ensure public
safety

To ensure your health and safety when on
our premises or on premises for which we
are responsible

Legal obligations
Vital interests
Legitimate interests

To ensure your health and safety
whilst on premises for which we are
responsible

To ensure a safe working
environment for our staff and others

To report any incidents on our premises or
on premises for which we are responsible

Legal obligations
Vital interests
Legitimate interests

To ensure your health and safety
whilst on our premises or on
premises for which we are
responsible

To ensure a safe working
environment for our staff and others
To notify our insurers, regulators and
other interested parties

To establish, enforce and defend legal
claims

Legal claims
Legitimate interests

To comply with laws and regulations
that apply to us

To respond to questions or
complaints

To maintain records to evidence
matters that may be in dispute

Where we collect your personal information from

We may collect personal information about you (or your business) from the following sources:

Data you give to us: e.g. When you talk to us over the phone / email us /submit information on a portable device or via

the post.

Directly from the organisation for whom you work and the organisation’s website
Credit reference agencies and fraud prevention agencies
Publicly available resources, such as Companies House and local authorities
The internet and social networking sites such as LinkedIn
Intermediaries such as professional firms who know you

Who we share your information with

We may share your personal information with the following third parties:

Your organisation and your colleagues within it



e Our anti-money laundering service provider

e Agents and service providers who we utilise in the provision of our products and services, including banks,
insurers, insurance brokers, our legal and other professional advisors, sub-contractors, external quality
assessors and event organisers (if we are organising an external event which you are attending)

e The police and other law enforcement agencies, HMRC and other government bodies where it is necessary to
do so for the purpose of providing you with our services, or where we have a legal or regulatory obligation to do
so

e Public information resources, such as Companies House

Relevant regulators, including the Information Commissioner's Office in the event of a personal data breach,

the Health and Safety Executive and local authorities

Emergency services

Credit reference agencies and fraud prevention agencies

Other professional advisors and agents engaged by your organisation

Other companies within the City group of companies

Potential or actual purchasers of any part of our business or assets, or other third parties in the context of a

possible transfer or restructuring of our business

Automated decisions

We do not envisage taking any decisions about you based solely on automated processing (i.e. without human involvement),
which have a legal or similarly significant effect on you.

How long we keep your personal information

We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for, including for the
purposes of satisfying any legal, accounting, or reporting requirements. These purposes including the establishment, pursuit
or defence of legal claims.

In general terms, we will retain personal data for the duration of our relationship with you and, thereafter, for a minimum
period of 6 years or such other period as is required by law. The rules that apply to determine how long it is appropriate to
hold records for particular matters can be complex and varied. If you wish to know how long we may hold your particular
personal information as a record of a particular matter then please e-mail DPO@City-Holdings.co.uk .

Where we hold your personal information internationally

Data is not held internationally, however should the need arise in the future the Data Protection Officer will complete a full Data
Protection Impact Assessment (DPIA) before proceeding, to ensure that appropriate safeguards are put in place. These may
include

e ensuring that your information is only transferred to countries that have been recognised by the EU as
adequate protecting personal information to the same standards as the EU

e putting in place a contract with the recipient of your information which requires them to protect that information
to the same standards as if the information were being processed within the EEA

The safeguards we use will depend on the location of the recipient, the function they are performing and the personal information
being transferred.

Your rights

It is important that the information we hold is accurate and current. Please inform us immediately if your information changes
during your working relationship with us.

Your rights in connection with information:
Access to your information

You have the right to request a copy of the personal information about you that we hold.


mailto:DPO

city

Correcting your information

We want to make sure that your personal information is accurate, complete and up to date and you may ask us to correct
any personal information about you that you believe does not meet these standards.

Deletion of your information
You have the right to ask us to delete personal information about you where:

¢ You consider that we no longer require the information for the purposes for which it was obtained

e We are using that information with your consent and you have withdrawn your consent — see Withdrawing consent
to using your information below

e You have validly objected to our use of your personal information — see Objecting to how we may use your
information below

e  Our use of your personal information is contrary to law or our other legal obligations.

Objecting to how we may use your information

You have the right at any time to require us to stop using your personal information for direct marketing purposes. In
addition, where we use your personal information to perform tasks carried out in the public interest or pursuant to the
legitimate interests of us or a third party then, if you ask us to, we will stop using that personal information unless there
are overriding legitimate grounds to continue.

Restricting how we may use your information

In some cases, you may ask us to restrict how we use your personal information. This right might apply, for example,
where we are checking the accuracy of personal information about you that we hold or assessing the validity of any
objection you have made to our use of your information. The right might also apply where this is no longer a basis for
using your personal information but you don’t want us to delete the data. Where this right to validly exercised, we may
only use the relevant personal information with your consent, for legal claims or where there are other public interest
grounds to do so.

Portability

If we process personal information that you provide to us on the basis of consent or because it is necessary for the
performance of a contract to which you are party, and in either case that processing is carried out by automated means,
then you have the right to have that personal information transmitted to you in a machine readable format. Where
technically feasible, you also have the right to have that personal information transmitted directly to another controller.

Withdrawing consent using your information

Where we use your personal information with your consent you may withdraw that consent at any time and we will
stop using your personal information for the purpose(s) for which consent was given.

Please contact us in any of the ways set out in the Contact information and further advice section if you wish to exercise any of
these rights.

Changes to our privacy statement

We keep this privacy statement under regular review and will place any updates on this website. Paper copies of the privacy
statement may also be obtained from the Data Protection Officer (DPO) via the following email address DPO@City-
Holdings.co.uk

This privacy statement was last updated on 16th December 2021
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Contact information and further advice

We have appointed a Data Protection Officer. If you have any questions about this privacy statement or how we handle your
personal information please contact the data protection officer by e-mailing DPO@City-Holdings.co.uk

Complaints

We seek to resolve directly all complaints about how we handle personal information but you also have the right to lodge a
complaint with the Information Commissioner’s Office:

Online: https://ico.org.uk/global/contact-us/email/

By phone: 0303 123 1113

By post: Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, SK9 5AF

Legal Information

City Facilities Management Holdings Limited, a limited liability company (incorporation no: [SC199503]) having
its registered office at Caledonia House, 2 Lawmaoor Street, Glasgow, G5 0US, Scotland, UK

City Facilities Management Holdings (UK) Limited, a limited liability company (incorporation no: [SC148945]) having its
registered office at Caledonia House, 2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

City Facilities Management (UK) Limited, a limited liability company (incorporation no: [SC092623]) having its registered
office at Caledonia House, 2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

City Facilities Management (Distribution) Limited, a limited liability company (incorporation no: [SC372968]) having its
registered office at Caledonia House, 2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

City Facilities Management (NI) Limited, a limited liability company (incorporation no: [NI065640]) having its registered
office at Caledonia House, 2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

City Facilities Management Limited, a limited liability company (incorporation no: [SC287679]) having its registered office
at Caledonia House, 2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

CBES Limited, a limited liability company (incorporation no: [SC288763]) having its registered office at Caledonia House,
2 Lawmoor Street, Glasgow, G5 0US, Scotland, UK

LESPRIT Limited, a limited liability company (incorporation no: [08020588]) having its registered office at Unit 1b Lea
Green Business Park, Eurolink, St Helens, England, WA9 4TR


https://ico.org.uk/global/contact-us/email/
https://beta.companieshouse.gov.uk/company/08020588

